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Flat Screen

, , ‘ ]
Firewall-1 | | Neowatcher| | NeoGuard | | NeoScanner | PKI, SUN, HP, E-Trust,
NetScreen | | Siren,Sniper @ESM ISS Scanner| | CA Server | | windows Mail -1,
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01 ESM & SIEM
02 Splunk

03 OWAS ZAP
04 NMAP




ESM & SIEM. D breed

@ McAfee | Enterprise Security Manager

ESM (Enterprise Security Management) SIEM (Security Information and Event

HAIE oL E| Al A El Management)

. Jlsg MSge OSstE Poine| )= - YESIIS PORH2EH RES 201 2460
S5t YBED, MBEOl B K U AR R} HAIGIS AlAEBIO2 @) Z2 2o Al D B2,
OIE{HOIAS M= FOA Do|oF BN M SAMA,

. SEX0|D HMASAO MAEQ Botne CIOIE{ B0l AQ Z2028 27, 02|11 9= 9ES
AABS D= maisle =t 2el M

. OZE XD J|8El0A RS AAES S8t . SIM® SEMD} =&t
Porma|E 0|28 BOIRAC aSAS M=o - LIESD, SIS0 2 22 T2 20 o6 A-E
S b BOF 2O AlAI2 2 A

ESME Event fIF2| SHAIZ2F RIE =4 10 DBMSD| Bt
SIEM2 B0l =F2 &J|2H=IE) & =241 Indexing J| Bt
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e« QQEAA SIEM tool
o |ITEZO0FHIA

Z2dot= =_1 GIOIE, &Al2t 0 |
IOIHE +=&0otld ELIEHE0IH 24, &7, =42 &= s A= HS
- [t2et 4= Soll AAIZSAE Eote UAR 258 ARSH d8E = US

Ol Demo Executive View snow

IT Operations

Application Delivery internet of Things
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ZAP. D breed

e OF AA EH =SS EEc i

- ME 20 EE HAHE OfLISH OHE2IH 0l A EHY 2U=5IXl &2
At = ALS IS G EIREIEIEE

e IZEAN MY XY, AIAX &l 2 E2] , XIS AHY, == Ay, 2 X
Z0t2D|, Fuzzer, WebSocket XI_, AEE A & Plug—n—-Hack X &

« E2{1¢l |tk OP | STEISANAIEE S RN = = == )| & £
U= =222l 021 SE OSSR AR

[ Untitled Session - Softpedia - OWASP ZAP

s«bProdll o
4 | Request=r | Responsed= | Break o4 ]
Welcome to the OWASP Zed Attack Proxy
(ZAP)

1 easy to use integrated penetration testing tool for finding vulnerabilities in web

p.iiwww sofipedia

ould only attack applications that you have been specifically

s URL below and press "Aftack’

URL to attack:

Progress Attack complete - \lerts tab for details of any issues found

For a more in depth test you should explore your application using your browser or automated regression tests
while proxying through ZAP.

See the help file for more details
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rOIQ(Gordon Lyon)OI I“\*é* t’&* ﬁBHl:I
%%HWI”ﬂiﬁuS%AL4Hm£W£WP%££E%MM%mjﬂ%l
St HM, &38 JI=2 &2 AKX 2He WERKIUA HERKA ItE

L
7|5

SAE E§X - UERILS ZEEH=S= &QIstlt. Ul S Starting Nmap 6.00 ( http://nmap.org ) at 2012-05-17 12

S0 ping SY0|Ut EE ZED| Eel 2AEEHES Nmap scan report for scanme.nmap.org (74.207.244.221)

L 50} Host is up (0.00031ls latency).

= Sl Not shown: 997 closed poEts

ol ! 4 _ O PORT STATE SERVIGE J \

TE AZH - 5Lt S 2 1 0] &S ChaZ === 22/tcp  open h g R Debian 3ubuntu?

LESES Ligsttt | ssh-hostkeyRtaes ' : 4 B8id6:67:54:9d

| 2048 79:18%4 §:82:85:ec

i 80/tcp % Ubuntu)

W& 2K - S8 T2 ]840 0|2) HE Biss | htin- e A

SoI51D| Qo 22 ABE2 UIERAT MBIAN =22 9529/tcp opems

J|S0ILC}, Device type: g€

Running: Linux 2. 6.
0S CPE: cpe:/o:linux :KerNEtR2NENcpe: /o : linux :kernel:
0S details: Linux 2.6 3Z2%=mgwss" Linux 2.6.38 - 3.
Network Distance: 2 hops

Service Info: 0S: Linux; CPE: cpe:/o:linux:kernel
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-
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$

Makefile

H b2

0 AR

& l=]{=] - = -

C++

simple_console simple_console.cpp

$
® Makefile
=
0 24
B HEe

i AR

OIOIME ZE=_]

simple_agent simple_agent.cpp

2=][z]eee

C++

= Sl 3
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=)l 3t

or: ~/Git/simple_SIEM/simple sole « M root@Domoor: ~/Git/simple_SIEM/simple_agent
L(F) HAYE) =21(v) FHA(E) EHOET) =SH) M) HAYE) E2|(V) FHMES) EHoET =STH)

:~/Git/simple_SIEM/simple_consoleg ./simple_console :~/Git/simple_SIEM/simple_agent# ./simple_agent
Usage: ./simple_console {port) Usage: ./simple_agent {ip_address} {port}
:~/Git/simple_SIEM/simple_consoleg ./simple_console 1234 :~/Git/simple_SIEM/simple_agent# ./simple_agent 127.0.0.1 1234
Listening..... connect success

Connected client

port |

web 5 E

exit : default
Input

1
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C @ localhos
P Y S0r3uiof SOPEE 27151 o WEA A

Administrator «
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root@Domoor: ~/Git/simple_SIEM/simple_console
oHe(F) HA(E) V) HH(S) EO0IG() EFUH)
simple_SIEM/simple_consolet ,/simple_console

Usage: ./simple_ console {port)>

1~/ Git/simple_SIEM/simple_console# ./simple_console 1234

Listening.....
Connected client

port 2 1]

web : A

exit : default

Input : 1

HeHUAEs ZEY Cfsh ZAE A ALY
FHUH A Qays Y™ FHa.

|
X) 127.0.0.1
192.168.40.18

© M

HA 22 s AEH

port 2 1

web ] 2

exit : default
Input

1

g

4

oHel(F) T

514/tcp
1099/ tcp
1524/ tcp
2049/tcp
2121/ tcp
3306/tcp
5432/ tcp
5900/ tcp
6000/ tcp
6667/tcp

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

MAC Address

Nmap done:

2I)(v) FAH(S)
smtp
domain

http

rpcbind
netbios-ssn
microsoft-ds
exec

login

shell
rmiregistry
ingreslock
nfs
ccproxy-ftp
mysql
postgresql
vnc

X11

irc

rE A P

H#d WOl

il |

2 CHa

[y

moor

E{0]4(T)

I

o

e:AC:29:82:81:39 (VMware)

M2 d&sAGL

ol
=]

=

/Git/simple_SIEM/simple_

= U(H)

1 IP address (1 host up) scanned in @.52 seconds

=)
=
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root@Domoor: ~/Git/simple _SIEM/simple_console
Z4(S) EOIE(T) EFH)

o(F) HAE) =2IV)

UL ZEO CHE HAES AMZELLC
kA HA HS Y FHR
ex) 127.0.0.1
192.168.40.18
HAIL b2 = ASFSUCH.
port |
web 2 2
R EEult
Input : 2
el = A| 2 BHLC|.

A%HH A NS LAY FHR.
i

3\ _htdn: i1 0 0 20000

http://192.168.40.18/dav/

AL 22 = ®lsH o

port |

web : A

exit : default
Input : [j

@Domoor: ~
o (F) H 27|(V) ZH(S) E{D|L(T)
5900/tcp open vnc
6000/tcp open X11

6667/tcp open irc
MAC Address: p0:0C:29:82:81:39 (VMware)

EZa(H)

Nmap done: 1 IP address (1 host up)
2z b Cf 7| L Cf.
HZE W0 MHE HEEASLICH,

i

oy FHEAS 3z Flol HFLICH,

ess —quickout /root/zaproxy/test_ae66.xml
Found Java version 1.8.0_151

Available memory: 3926 MB

Setting jvm heap size: -Xmx381m

“ Attack complete
Writing results to /root/zaproxy/test_0@06.xml
22 7H of 7| B LI Et,

HE Y0 MHZE HEEASLILH
|

9 AN (A 21

/Git/simple _SIEM/simple_agent

scanned in ©.39 seconds

/usr/share/zaproxy/zap.sh -cmd -quickurl \ http://192.168.40.18/dav/ —-quickprogr
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Agent Console

Start Recording

Start Recording

Untitled.csv
TUF) BUE) 27IV) AME) EoE[) =8H)
9 :~/ccit/sinple_SIEM/sinple_agents ||

. M
ghghg.raw
v
sy bnetiter. - ,iv "
 queue-1.0.3 -

arch & Reporting

i <=
) @ =

A2t Port_Scan Z
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